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e Communications Hardware and Services
e circuits, lines or connections and the identification of the
supplier,
e the location of the physical termination of the circuits and
lines,
e media used (e.g. coaxial, fiber, unshielded twisted pair),
o the circuit or line status (assigned or available),
e the level of security classification or designation of each
circuit or line,
e hardware identifiers of remote input/output units,
e communications hardware (document model number and
serial number modems, dial-ins, concentrators, packet switched
devices),
e encryption devices, and data switches.

e Communications Software and Data
software programs,

configuration database and files (libraries),
software procedures (Command Files),
software utilities,

security components,

license numbers.

e Communications Networks

devices, servers, routers, gateways, bridges,

protocol and level,

network operating systems and applications software,
network media and transmission methods,
identification of node names (document name, network
address, type, location, responsible manager).
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communications start-up,

communications shut-down,

equipment operation,

enabling/disabling/switching specific communications links/lines/ports,
backup procedures/requirements, configuration data and software,
maintenance,

handling of sensitive material,

emergency situations,

communications logs review,

the use of network performance monitoring and reporting,

the use of network management systems utilities.

e protocol errors,
e inconsistent communications identification data as related to
hardware identification and polling responses,

sequence errors,

status and error alarms,

data inconsistencies,

communications access control errors,

errors in network applications, (E-mail, Electronic Data
Interchange (EDI), file transfer, proxy accounts, routing).
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Jobs status (entry, processing, completion, deletion, restart, and abort),
File, volume, and database accesses,

Communications device accesses,

Network messages,

User log-on and log-off,

System operator commands and responses,

System messages (start-up, shutdown, abort),

Requests regarding system configuration changes,

System logging facility status (start, stop, alter, print, dump, delete, rename
and overflow),

e Changes to access control information,
e Changes to lists of authorized users,
e Detected security incidents.
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Start and stop communications,
Backup
Restore (must be approved and controlled by authorized personnel),
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Shift hand-over,
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e Environmental support equipment,
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